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Abstract

From the perspective of a cyber defender, the matter of dealing with cyberattacks is of the
paramount importance. Nevertheless, the most efficient strategy to be adopted is one of
prevention, i.e. the deterrence of cyberattacks before they occur. J. Nye describes deterrence as
a psychological process that depends on the perceptions of both attacker and defender, and the
ability to communicate these perceptions with clarity. In recent years, public attribution (PA)
has become a prevalent and substantial method of articulating the defender's intentions.
Nevertheless, the efficacy of PA in terms of cyber deterrence does not appear to exceed the
anticipated level. Conversely, since 2016, the initiation of deployment of Offensive Cyber
Operations (OCO) has been progressively disclosed to the public, along with the announcement
of PA. This has compelled attackers and third parties contemplating or intending to attack to
reassess the cost-effectiveness of doing so, thus raising the threshold for such actions. The
paper therefore uses 2016 as a divided point of comparison, with the aim of clarifying the
combination of OCO and PA to be effective. The study concludes that the effectiveness of cyber
deterrence through punishment is beginning to be demonstrated in the context of states and
state-sponsored hacker groups.
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